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This article considers ethical issues raised when a client in pending

litigation forwards her lawyer electronic documents that the client obtained
without permission from the opposing party’s computer.

ike the cat that capers into the house carrying a

dead bird in its mouth, litigation clients believe

they are being helpful when they forward emails or

other documents to their lawyer that they obtained
without permission from the opposing party’s computer.
But rather than helping, such actions plunge attorneys into
an ethical morass.

The cat’s owner can readily dispose of the bird’s remnants.
But the lawyer cannot simply delete the electronic docu-
ments and advise the client to do the same. Permanently
deleting electronic information may constitute destruction
of evidence of a crime or spoliation of evidence in a civil
case, and it requires technological skill and effort. On the
other hand, disclosing the material to the opposing party
might incriminate the client, and opposing counsel might
exploit the situation. The complexity of the problem increases
when the purloined material consists of communications
between the opposing party and her lawyer, which might
be protected by the attorney-client privilege, or critical
information helpful to the client’s case, which the opposing
party should have disclosed anyway.

The answers to such ethical quandaries lie in a mixture
of legal ethics, criminal law, rules of civil procedure, and
other substantive law, as applied to an infinite variety of
facts. As one commentator aptly described it, thanks for
the headache.!

This article analyzes ethical issues created when clients
forward to their lawyers documents that they obtained
without permission from the opposing party’s computer.
It does this by positing a hypothetical set of facts involving
a lawyer’s representation in a domestic relations case. The
article addresses relevant rules of professional conduct;
suggests an interim protocol to contain the problem while
the lawyer attempts to sort it out; and analyzes factors the
lawyer should consider in deciding how ultimately to react. It
concludes with recommendations to minimize the problem
or avoid it altogether.

The article does not address the similar but distinct
problems associated with a lawyer’s responsibilities upon
receipt of documents sent to the lawyer inadvertently or
anonymously.?

Hypothetical Facts

Lawyer, a sole practitioner, represents husband in a dissolu-
tion of marriage action. Husband moved out of the marital
home where wife continues to live. During a birthday party
for the couple’s child, husband went to wife’s house with
her permission. He claims that he passed by wife’s home
computer and noticed that an email was open. Husband
read the email, which confirmed his suspicion that wife is
having an extramarital affair.

Husband returned to and entered the marital home a few
days later, when it was empty. Husband has a key, but claims
the door was unlocked. Husband searched wife’s inbox for
similar emails and discovered several. He also discovered
emails between wife and her lawyer in the dissolution of
marriage case and forwarded all of them to his own computer.

Subsequently, husband forwarded all these emails to
Lawyer without indicating to Lawyer what he sent. Lawyer
opened one of the forwarded emails and began to read it. It is
one in a chain of several emails in reverse chronological order.
After reading the first paragraph, Lawyer became alarmed
at the content and noticed the names of the participants,
which included Lawyer’s opposing counsel. He immediately
stopped reading, exited the document, and called his client.

Husband explained how he came into possession of the
emails. Lawyer expressed deep displeasure with husband’s
actions and advised him never to do this again. Lawyer also
told husband that he may have committed a crime but Lawyer
cannot be certain because he is inexperienced and unfamiliar
with criminal law. Husband asked Lawyer whether any of
the material can be used in the case. Lawyer responded that
he had think about it and went home for the day.

Potentially Applicable Rules

of Professional Conduct

Lawyer must consult several Colorado Rules of Professional
Conduct (Colo. RPC or Rules) as a starting point to determine
what to do.

Colo. RPC 1.2(d)
Inrelevant part, Colo. RPC 1.2(d) states that a lawyer may not
“counsel a client to engage, or assist a client, in conduct that
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the lawyer knows is criminal or fraudulent. .. ”
The threshold question is whether husband’s
conduct constitutes a criminal act. Lawyer, with
his lack of experience in criminal law, decides
to consult with Criminal Defense Lawyer, a
former district attorney who is experienced in
criminal law.

Criminal Defense Lawyer considers cy-
bercrime to be the most directly applicable
criminal law. Itis possible, though less likely, that
husband’s conduct also falls under the federal
Electronic Communications Privacy Act, which is
broken down into the amended Wiretap Actand
the Stored Communications Act.® Cybercrime
occurs when a person knowingly gains access
to a computer without authorization, or exceeds
that authorization.* Cybercrime also occurs
when a person knowingly gains access to a
computer to commit theft.

Criminal Defense Lawyer points out there
is no indication that wife expressly authorized
husband to access her computer or, more
specifically, to read her emails. Husband’s review
of the original email violated no crime, he says,
because it was open on wife’s computer, similar
to aletter left on a desk. Husband'’s subsequent
access to and acquisition of the other emails is a
different matter. Husband might have committed
theft, which would constitute a continuing
crime as long as he maintained possession of
the electronic material. However, if the value
of the material as electronic data was minimal,
the crime might be a petty offense. The value of
the material would likely be contested.®

Criminal Defense Lawyer posits a potential
defense: If wife’s computer is marital property,
husband might have had a right of access to
the computer without needing wife’s authori-
zation. Criminal Defense Lawyer concludes by
expressing his firm belief that husband may or
may not have engaged in cybercrime.

Back in his office, Lawyer calls a long-time
colleague to discuss Lawyer’s ethical obligations
in the wake of the criminal law consultation.”
Colleague tells Lawyer that, given Criminal
Defense Lawyer’s ambiguous opinion, he would
assume that husband’s conduct constituted
cybercrime or some other offense. However,
because Lawyer was unaware that husband
intended to gain access to wife’s computer,
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Lawyer did not encourage or assist husband
in violation of Colo. RPC 1.2(d).

Colleague opines that Lawyer could still
violate Colo. RPC 1.2(d) depending on what he
does next. A lawyer assists a client in criminal
conduct if the lawyer suggests to the client how
to conceal the client’s “wrongdoing”® A lawyer’s
continued possession of stolen material might
constitute a continuing crime.® The commentary
to Colo. RPC 1.2(d) states the problem succinctly:

When the client’s course of action has already
begun and is continuing, the lawyer’s re-
sponsibility is especially delicate. The lawyer
is required to avoid assisting the client, for
example, by drafting or delivering documents
that the lawyer knows are fraudulent or
by suggesting how the wrongdoing might
be concealed. A lawyer may not continue
assisting a clientin conduct that the lawyer
originally supposed was legally proper but
then discovers is criminal or fraudulent.™

Colo. RPC 4.4
Colleague also discusses whether Colo. RPC
4.4 guides Lawyer’s future conduct. Colo. RPC
4.4(a) prohibits a lawyer from “us[ing] methods
of obtaining evidence that violate the legal
rights of such a person”” This includes obtaining
information from third parties thatinvades the
attorney-client privilege of one’s adversary."
Lawyer says he could not have violated Colo.
RPC 4.4(a) because he had nothing to do with
obtaining the emails; husband did it without his
knowledge. Colleague responds that a lawyer in
a 2016 Missouri attorney discipline case, In re
Eisenstein,'> made the same argument when bar
counsel accused him of violating an identical
rule in very similar circumstances. There, the
husband in a domestic relations case gained
access to his wife’s personal email account
without her permission. He obtained his wife’s
payroll documents and alist of direct examina-
tion questions her lawyer had emailed to her
before trial. The husband gave the information
to his lawyer, who read the documents but did
notdisclose them to opposing counsel. Instead,
on the second day of trial, he handed the wife’s
lawyer a stack of documents including the list
of direct examination questions.” Thisled to a
hearing in the domestic relations case at which
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both the husband and his lawyer testified, and
the truth came out.

In a subsequent disciplinary case against
him, the husband’s lawyer argued that he did
not violate Missouri’s identical Rule 4.4(a)
because he did not use improper means to
obtain the documents; his client had obtained
the documents. The Missouri Supreme Court
rejected this argument, reasoning that “when
a lawyer knows that he or she has improperly
received information, ‘Rule 4-4.4 requires
the lawyer to promptly notify the sender in
order to permit that person to take protective
measures.” !

The Missouri Supreme Court also found
that the lawyer violated two other rules with
essentially identical counterparts in Colorado.
“[B]y obtaining evidence procured through
improper means and failing to immediately
disclose the same to opposing counsel,”’* he
violated Rule 4-8.4(c), which prohibits conduct
involving dishonesty, fraud, deceit or misrep-
resentation; and “by concealing his possession
of Wife’s payroll information and [her lawyer’s]
direct examination questions until the second
day of trial,”*® he violated Rule 3.4(a), which
prohibits a lawyer from unlawfully obstructing
another party’s access to evidence or unlawfully
concealing documents that have potential
evidentiary value. For violating these three rules,
plus another rule based on unrelated conduct,
the court imposed a six-month suspension,
aggravated by the lawyer’s extensive prior
disciplinary history."”

Colleague disagrees with the Missouri Su-
preme Court’s interpretation of Rule 4.4(a), not
least because the passive activity of “improperly
receiving evidence” from another is virtually
the opposite of the active use of improper
means to obtain evidence, which is what the
rule proscribes.'® Colleague points out that
under Colo. RPC 4.4(a) (and Missouri Rule
4.4(a)), the documents obtained using improper
methods must “violate the legal rights” of the
victim. The documents in Eisenstein included
attorney work product in the form of the direct
examination questions.'® Even though some of
the emails included opposing counsel’s name,
Lawyer does not know whether the emails
include attorney work product or attorney-client



communications because he stopped reading
them as soon as he realized what he was reading.

Colleague believes they must assume, for
purposes of their analysis, that the emails include
information protected by the work product
doctrine or the attorney-client privilege. This
means they must consider whether a Colorado
court would follow Eisenstein’s interpretation
of Rule 4.4(a).

Colleague then discusses Colo. RPC 4.4(b)*
and (c),* which address a lawyer’s obligations
upon receiving documents® sent “inadvertently”
to alawyer. Drawing on an ABA formal opinion,*
Colleague expresses the view that neither sub-
section is applicable because husband did not
send the documents to Lawyer inadvertently; he
sent them quite deliberately.* This conclusion
is consistent with Comment [2] to Colo. RPC 4.4,
which states that the rule “does not address the
legal duties of alawyer who receives a document
that the lawyer knows or reasonably should know
may have been inappropriately obtained by the
sending person.”* As the ABA formal opinion
states, “[w]hether a lawyer may be required to
take any action in such an event is a matter of
law beyond the scope of Rule 4.4(b)."*

Colleague cautions, however, that this
ABA opinion further states that although the
application of substantive law is “beyond the
scope of the Rules,” the Rules “do not exhaust
the moral and ethical considerations that should
inform a lawyer.”?” This passage is significant,
because courts in other states have treated it as
an invitation to apply, through the back door of
“substantive law,” the more restrictive protocol
adopted in two ABA formal opinions from the
1990s that were later withdrawn in the wake of
material changes to Model Rule 4.4 made in
2002 (and in 2008 in Colorado).? These courts
reason that the “justifications underlying the
protections afforded to inadvertent productions
... apply with even greater, and stricter, force
in connection with advertent but unauthorized
disclosures.”*

This logic is appealing, Colleague states, but
its application departs from Rule 4.4(b), which
lawyers must be able to rely on for disciplinary
and civil liability purposes. And whether a
court applying Colorado law would follow this
minority of state courts is anyone’s guess.

Practical Considerations and Other
Potentially Applicable Rules

If Colo. RPC 4.4 is inapplicable to “inappropri-
ately obtained” emails—a conclusion compelled
by Comment [2] to the Rule—it remains for
Lawyer to decide what he may, must, and should
do with the emails.

14

No published
Colorado opinion
addresses
whether a lawyer
has an obligation
to turn over
incriminating
evidence to the
authorities.

2

The Initial Protocol
Colleague advises Lawyer to take the following
initial steps:
= Do notread any more of the emails.
= Segregate and store husband’s email
with the included emails in a separately
marked electronic file, with the assistance,
ifnecessary, of a competent information
technology (IT) person and under the
observation of a witness, who may be
the IT person.
= Instructall law firm personnel in writing
(email is fine) to not attempt to access
that electronic file.
= Direct the clientin writing to immediately
stop reading the emails; to refrain from
destroying them, sending them to anyone
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else, or allowing anyone else to read them
or hear about their contents, or relocate
them within their computers; and to
await further instructions from Lawyer
on the subject.

= Ask the IT person and the witness to

prepare affidavits attesting to their ob-
servations.

= Save and store all of the foregoing emails

and affidavits.

Lawyer’s use of the emails in the case may
be out of the question, but that decision need
not be made yet. First, Lawyer must determine
what to do with them.

Is Lawyer Required to Turn Over
the Emails to Law Enforcement?
Lawyer must first decide whether he has a duty
to turn over the emails to law enforcement or
prosecuting authorities, on the theory that the
emails are or might be evidence of a crime.
No published Colorado opinion addresses
whether alawyer has an obligation to turn over
incriminating evidence to the authorities. In a
footnote in the 1982 case People v. Swearingen,*
the Colorado Supreme Court stated that because
the lawyer in that case had voluntarily turned
over certain evidence to the district attorney, it
did not have to decide whether the lawyer had
an affirmative duty to do so.* No subsequent
Colorado case has addressed the issue.
Shortly before the release of Swearingen,
the CBA Ethics Committee issued Formal
Opinion 60.% This opinion analyzes a lawyer’s
duties after a client has given the lawyer (1)
possession of a gun allegedly used in a homicide,
(2) possession of funds ostensibly stolen in a
robbery, (3) knowledge of the location of the
getaway car and the murder victim’s body, and
(4) possession of a fingernail scraping recovered
atthe crime scene from the murder victim by the
lawyer’s investigator. Although it cites various
provisions of the since-repealed Colorado Code
of Professional Responsibility, as well as criminal
statutes related to accessories to crimes and
tampering with evidence, Opinion 60 relies on
some of the same sister-state cases mentioned in
dictum in Swearingen to supportits conclusion:
“One principle emerges clearly from the case
law: When the lawyer takes physical possession
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ofincriminating evidence, he has an affirmative
duty to give the incriminating evidence to
the proper authorities,” while maintaining
the confidentiality of the client’s identity and
communications with the client.*

This broad principle is sometimes called
the “Olwell rule” or “Olwell doctrine,” after
the 1964 Washington Supreme Court case
State v. Olwell. Opinion 60 does not identify
the source of the Olwell rule, which, upon
closer analysis, is essentially judge-made and
not based on a particular legal ethics rule or
criminal statute. A Comment to both Colorado
and Model Rule 3.4 alludes to the Olwell rule
in stating that “applicable law” may permit a
lawyer to take possession of physical evidence
to subject it to non-destructive testing, but that
in such a case, “applicable law may require the
lawyer to turn the evidence over to the police
or other prosecuting authority, depending on
the circumstances.”*

It is a matter of conjecture whether the
Colorado Supreme Court would hold that a
lawyer has an affirmative legal duty to turn over
incriminating evidence implicating a client to
government authorities. If it did, the question
would become what kind of evidence a lawyer
isrequired to turn over. Several commentators
have indicated that courts generally do not apply
the Olwell rule to documentary evidence.*
In its treatment of the subject, however, the
Restatement, Third, The Law Governing Lawyers
includes, within the types of evidence that
lawyers must turn over to law enforcement
authorities, documents (including those in
electronic form) that are “used by the client
to plan the offense, documents used in the
course of a mail-fraud violation, or transaction
documents evidencing a crime.”*®

One thing these Restatement categories
have in common is that their content relates
to criminal conduct. The content of the emails
obtained by husband, in contrast, has nothing
to do with criminal conduct; the documents
are probative of no crime, their intrinsic value
is nil, and their acquisition and possession do
not alter, impair, or differ from the “originals”
of those documents. It is their mere possession
thatrepresents, or may represent, evidence of a
crime in the manner of obtaining them.
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Under Colo. RPC
3.3(b), alawyer
who knows
that a person,
including a client,
has engaged
in criminal
conduct related
to aproceeding
has a duty to
‘take reasonable
remedial
measures,
including, if
necessary,
disclosure to
the tribunal.’

2

There are also practical complications
associated with turning the documents over
to law enforcement, including whether this
could be done without identifying the client as
the source. Even were this possible, deputizing
a third party to turn them over to law enforce-
ment anonymously, as is the tradition with
some kinds of evidence,* serves no purpose
if law enforcement does not understand the
significance of the documents, especially when
they are voluminous and there is no pending
or imminent criminal proceeding in which
they are relevant.
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One commentator notes that “[m]ost
tangible evidence of a client’s crime will fall
into two broad categories: (1) contraband,
instrumentalities or fruits of a crime; or (2)
ordinary items that were not directly involved
in the perpetration of a crime but implicate
a client because of their content.”* The first
category corresponds to the items discussed
in Opinion 60. As to the second category, the
author states that it is “not unusual for a client
or third party to provide counsel with ordinary
items that potentially incriminate a client, such
as correspondence, emails or bank and phone
records.”*®

Unlike contraband and fruits, mere pos-
session of ordinary evidence is not a crime
requiring counsel to stop possessing the
evidence. Unlike an instrumentality, or-
dinary evidence usually was not directly
involved in the perpetration of a crime. In
most situations, counsel is not obligated
to provide law enforcement with ordinary
evidence unless a subpoena, court order,
discovery obligation, cooperation agreement,
or the like mandates disclosure. This is
consistent with our adversary system in
which the prosecution bears the burden of
proof, and an accused has no generalized
obligation to help prosecutors build their
case. Italso is consistent with an individual
client’s Fifth Amendment right not to disclose
evidence where the act of production could
be incriminating.*

Colleague thus advises Lawyer that he need
not, and may not, turn over the emails to law
enforcement.

Is Lawyer Required to “take reasonable
remedial measures, including, if necessary,
disclosure to the tribunal”?

Colleague raises another issue, whether Lawyer
has a duty to inform the court about husband’s
conduct. Under Colo. RPC 3.3(b), alawyer who
knows that a person, including a client, has
engaged in criminal conduct related to a pro-
ceeding has a duty to “take reasonable remedial
measures, including, if necessary, disclosure
to the tribunal” This obligation exists even if
compliance requires disclosure of privileged
information or “information relating to the



representation” that Colo. RPC 1.6 otherwise
requires alawyer to treat as confidential.” The
purpose of Colo. RPC 3.3(b) is “to protect a
tribunal against criminal or fraudulent conduct
thatundermines the integrity of the adjudicative
process.”*

The applicability of this rule depends, at
leastinitially, on whether Lawyer “knows” that
husband engaged in criminal conduct. A lawyer’s
“knowledge,” in this context, “denotes actual
knowledge of the fact in question,” although
knowledge may be “inferred from circumstanc-
es”® If Lawyer does not know that husband’s
conduct was criminal in nature, Lawyer has
no obligation under Colo. RPC 3.3(b), but if
Lawyer knows husband’s conduct was criminal,
Lawyer has an obligation to take “reasonable
remedial measures.”

One ethics committee analyzed a lawyer’s
Rule 3.3(b) obligation under similar facts, with
the significant exception that the client-hus-
band had read, but not sent to his lawyer, his
opposing party-wife’s emails. Significantly, the
committee appears to have assumed that the
wife’s emails “related to the proceeding,” within
the meaning of Rule 3.3(b), because the emails
included, as they do here, emails between the
wife and her lawyer.* The committee did not
decide whether the husband’s reading of his
wife’s emails constituted a crime. As far as the
lawyer’s ethical obligation was concerned, the
committee concluded that “[s]ince the lawyer
has not gained access to the e-mails or their
contents, it may be a sufficient remedial measure
for the lawyer to persuade the client to cease
the misconduct. If that is enough to avertharm
to the client’s spouse, then the rule would not
require disclosure.”*®

Colleague states that it is reasonable to
infer that this same ethics committee would
have reached a different conclusion if the
client-husband had sent the emails to his lawyer,
as husband did here. He concludes that, if
husband’s conduct was criminal, “reasonable
remedial measures” would require disclosure
of husband’s conduct to opposing counsel.
Reasonable remedial measures would not
require Lawyer to disclose husband’s conduct
to the court, Colleague concludes, because
husband made no false representation to the

court. And opposing counsel may inform the
court of husband’s conduct anyway.

Whether husband’s conduct was criminal in
nature is a critical determination under Colo.
RPC 3.3(b) and many other rules of professional
conduct. In addition, the fact that husband sent
the emails to Lawyer makes a great difference
under Colo. RPC 3.3(b). Both Lawyer and
husband would have been much better off if
husband had not done so.

May Lawyer Destroy the Emails

and Advise Husband to do the Same?
Having dismissed the idea of “returning” the
emails to husband as technologically impossible,
Lawyer asks Colleague whether he could simply
destroy the emails and advise husband to do
the same. Colleague brings up Colo. RPC 3.4(a),
which, in relevant part, prohibits a lawyer from
unlawfully destroying a document having
“potential evidentiary value” or advising a client
to do s0.%® As mentioned above, the Missouri
Supreme Court held, under very similar facts,
that “by concealing his possession of Wife’s
payroll information and [her lawyer’s] direct
examination questions until the second day
of trial,” the lawyer in that case violated a rule
identical to Colo. RPC 3.4(a).*

Colo. RPC 3.4(a) requires a lawyer to consider
whether the document that might be destroyed
has “potential evidentiary value” and whether
destroying it would be “unlawful” under “ap-
plicable law.” A document having “potential
evidentiary value” covers a lot of ground. One
commentator states that “[k]nowingly destroying
any evidence of a crime may constitute obstruc-
tion of justice, evidence tampering, aiding and
abetting, or conspiracy, depending on counsel’s
or a client’s intent, and the potential or actual
existence of an investigation or a proceeding.”*®
Also, the term “unlawful” in Rule 3.4 has been
interpreted to mean not only the destruction
of evidence in violation of a criminal law,* but
also the destruction of evidence in violation ofa
lawyer’s duty under civil law, such as discovery
rules or tort law.*® As such, the rule’s breadth
is sweeping.

Suggesting that a client destroy evidence
is an even worse idea.”® Encouraging a client
to destroy evidence would violate the Rule
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1.2(d) prohibition against counseling a client
to engage in criminal conduct, as well as the
prohibition in Rule 3.4(a) against counseling
or assisting another person to obstruct another
party’s access to evidence or unlawfully destroy
evidence. It could have other consequences as
well, including an order prohibiting introduc-
tion of certain evidence, an adverse-inference
instruction, sanctions, conflicts of interest,
disqualification, attorney discipline, and es-
tablishing the crime-fraud exception to the
attorney-client privilege.**

These considerations are particularly aptin
domesticrelations cases in Colorado. CRCP 16.2
states that parties in family law cases “owe each
other and the court a duty of full and honest
disclosure of all facts that materially affect their
rights and interests and those of the children
involved in the case.”** The Colorado Supreme
Court has interpreted the parties’ disclosure
obligations in domestic relations cases to reflect
the principle that spouses “are in a fiduciary
relationship with each other”** A lawyer plainly
cannot comply with her disclosure obligations
if she has destroyed the documents required to
be disclosed. The rules of civil procedure may
impose the same obligations in non-domestic
relations civil cases,” even though the disclosure
obligation is often unclear. The emails are
“information relating to the representation,”
which means that Colo. RPC 1.6(a) prohibits
the lawyer from disclosing it unless the client
consents to disclosure or an exception applies.
One exception permits a lawyer to disclose
information relating to the representation to
comply with the law or a court order.* If there
is no clear disclosure obligation, the decision
whether to disclose must be made by the client.*
In that instance, it is also up to the client to
destroy the emails.

Quite apart from the disciplinary conse-
quences of obstructing access to or destroying
potential evidence, lawyers may be subject to
discipline for failing to comply with disclosure
or discovery rules.*® If it came to light that a
lawyer and his client destroyed emails obtained
surreptitiously by the client from an opposing
party—at the lawyer’s direction or with his
knowledge and acquiescence—there may be
serious consequences for the lawyer’s reputation
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RECOMMENDATIONS FOR LAWYERS
HANDLING POTENTIALLY STOLEN DOCUMENTS

Do not take possession of unknown electronic or other
documents proffered by a client.! Even when a lawyer
does not possess potentially stolen documents, the lawyer
faces many of the problems identified in this article. But the
lawyer lacking possession will not be so personally involved
and will have more freedom in giving advice and making
tactical decisions with the client.
2 Do not destroy documents or advise a client to do so.?
At the earliest opportunity, advise clients, in person,
3 not to access, copy, or send the lawyer the opposing
party’s electronic or paper documents.? It is appropriate
and desirable to include a provision to this effect in the fee
agreement. Further, call it to the client’s attention.
4 Lawyers lacking experience in criminal law should
consult with, or refer the client to, a competent criminal
lawyer for advice on the lawfulness of the client’s actions
and the applicable risks and options. Lawyers without a
criminal law background should be very careful about giving

advice to clients on criminal law issues. In many circum-
stances, lawyers can provide competent advice in fields that

are novel to them.* But the danger is not so much in weak
research or analysis of issues as it is in failing to spot all the
issues that should be researched and analyzed.® When the
stakes are high, associating with a competent lawyer is a
type of legal malpractice insurance, especially when the
other lawyer forms an attorney-client relationship with the
client and perhaps with the lawyer t00.6 More nobly, asso-
ciating with competent, experienced co-counsel is a great
way to discharge the duty of competence under Colo. RPC
1.1.7 Further, though lawyers are presumed to be aware of the
rules of professional conduct and their import,® they may
wish to consult with more experienced colleagues for advice
on ethical obligations and tort liability.

“Consider filing a motion to quash, seeking a protective
5 order, and appealing any court order requiring the
disclosure of evidence implicating a client where there is a
legal basis for doing so.”®

“Document [your] efforts to legally and ethically resolve
6 problematic situations in order to shield [yourself] and
[your] client from any claims of inappropriate conduct.”’©

NOTES

1. See Jenness, “Ethics and Advocacy Dilemmas—Possessing
Evidence of a Client’s Crime,” The Champion 16, 19 (Dec. 2010).
2./d.

3. /d.

4. Colo. RPC 1.1, cmt. [2].

5./d.

6. It might not be necessary for the lawyer to be a client when the

guestions revolve around the client’s criminal exposure and future
obligations. However, the lawyer may wish to be a client when asking
about professional duties, including duties to turn over evidence to
law enforcement.

7.1d.

8. In re Fisher, 202 P.3d 1186, 1198 (Colo. 2009).

9. Jenness, supra note 1 at 19-20.

10. /d. at 20.

and for the client’s case.” Colleague thus strongly
advises Lawyer not to destroy the emails and
not to direct husband to do so.

Should Lawyer Move to Withdraw?

Lawyer asks Colleague whether he should
move to withdraw from representing husband.
Colleague explains that for a lawyer to withdraw
from a case, there must exist grounds for with-
drawal under Colo. RPC 1.16(a) (mandatory
withdrawal) or Colo. RPC 1.16(b) (permissive
withdrawal). The difference between mandatory
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and permissive withdrawal is that when grounds
for mandatory withdrawal exist, the lawyer must
withdraw or, in litigation matters, file a motion
to withdraw. When the grounds for withdrawal
are permissive, withdrawal is within the lawyer’s
discretion.

Lawyer is concerned that his own interest
in avoiding criminal, disciplinary, and civil
repercussions may interfere with his inde-
pendent judgment in representing husband.

P

Colleague explains that if a lawyer’s “personal

interest” creates a “significantrisk” ofa “material
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limitation” on the lawyer’s “responsibilities” to a
client, the lawyer has a conflict of interest under
Colo. RPC 1.7(a)(2). In this event, the lawyer
must ask the court’s permission to withdraw
because continued representation would cause
her to violate Colo. RPC 1.7(a)(2).%°
Alternatively, if the lawyer reasonably be-
lieves she would be able to provide competent
and diligent representation if she continued
the representation, she must obtain the client’s
informed consent to the conflict, which must
be confirmed in writing.®* Although clients



ordinarily can consent to arepresentation not-
withstanding a conflict, when the lawyer’s belief
that she can provide competent and diligent
representation is not objectively reasonable,
the client cannot give consent or, if the client
has already consented, the consent is invalid.
The conflict is said to be “nonconsentable.”%

Colleague asks Lawyer whether he believes
that his personal interest has already created
“significant risk” of a “material limitation” on
his representation of husband. Lawyer answers
in the negative. Colleague suggests that there is
a potential conflict but not an actual conflict.
Except perhaps in criminal cases, a potential
conflict does not require withdrawal or client
consent.

A potential conflict may later rise to the level
of an actual conflict. For example, if husband
instructs Lawyer not to produce the emails
or acknowledge his or husband’s possession
of them, Lawyer would be required to move
to withdraw. Lawyer would have grounds for
permissive withdrawal if husband “persist[ed] in
acourse of action involving the lawyer’s services
that the lawyer reasonably believes is criminal
or fraudulent,” or if husband “used the lawyer’s
services to perpetrate a crime or fraud.”®

And, as stated above, failing to comply with
a disclosure or discovery requirement would
violate Lawyer’s obligations not to “knowingly
disobey an obligation under the rules of a
tribunal” under Colo. RPC 3.4(c), or to “fail
to make reasonably diligent effort to comply
with a legally proper discovery request by
an opposing party,” in violation of Colo. RPC
3.4(d).% Worse, falsely denying husband’s
or Lawyer’s possession of the emails would
violate the Colo. RPC 8.4(c) prohibition against
conduct involving dishonesty, fraud, deceit, or
misrepresentation. Both types of misconduct
would likely also constitute conduct prejudicial
to the administration of justice in violation of
Colo. RPC 8.4(d).

Colorado courts typically expect lawyers to
state grounds for withdrawal in a motion to with-
draw. But the duty to maintain confidentiality
applies regardless of the basis for withdrawal,
unless the client consents to withdrawal or,
less likely, to the disclosure of information
supporting the basis of withdrawal. In the motion

to withdraw itself, “[t]he lawyer’s statement that
professional considerations require termination
of the representation ordinarily should be
accepted as sufficient.”®® If the lawyer is not
confident that this statement alone will be
enough to secure an order of withdrawal, the
lawyer may offer to provide the court additional
information, for example a supporting affidavit,
outside the presence of the opposing party.
The lawyer may also consider asking the court,
in a separate motion, to transfer the case to a
different judge for the sole purpose of ruling
on the motion to withdraw, in which event the
lawyer could ask that judge to review additional
information in camera.

If husband does not try to prevent Lawyer
from producing the emails or acknowledging
their possession, and Lawyer’s sole reason for
withdrawal is the difficulty created by husband’s
obtaining and sending Lawyer the emails,
Lawyer may have grounds for permissive with-
drawal because the representation “has been
rendered unreasonably difficult by the client,”
or because “other good cause for withdrawal
exists”® Itis also possible that withdrawal “can
be accomplished without material adverse
effect on the interests of the client,”®” which
is a basis for permissive withdrawal that does
not depend on the lawyer’s reason for desiring
to withdraw.

Lawyer should also consider the possibility
that the court might disqualify him anyway if
husband discloses the emails and the oppos-
ing party files a motion to disqualify Lawyer.
Husband’s misconduct in obtaining the emails
is not, standing alone, imputed to Lawyer.
Even if Lawyer were found to have violated an
ethics rule, that fact “is neither a necessary nor
a sufficient condition for disqualification.”®

However, if the emails contain information
protected by the work-product doctrine or the
attorney-client privilege, and the Lawyer read
them, he may have gained an “informational
advantage,” which, at least in Florida, can
provide grounds for disqualification.® As one
commentator has stated, “In most instances,
information is received and digested to some
extent before the privileged or confidential
nature of the material becomes apparent to
the recipient.””
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In this case, Lawyer read only the first para-
graph of one of the emails. Of course, wife and
her lawyer may not believe that, and this may
warrant an evidentiary hearing on her motion
to disqualify.

Colleague also reminds Lawyer of the
Colorado Supreme Court’s admonition that
“an attorney who undertakes to conduct an
action impliedly agrees that he will pursue it to
some conclusion; and he is not free to abandon
it without reasonable cause.”” Husband is
likely to feel abandoned just when he most
needs Lawyer’s assistance. Colleague advises
that, although it is possible Lawyer may not
be permitted to continue the representation,
Lawyer should stay the course and not seek
to withdraw.

Should Lawyer Invoke Fifth
Amendment Protection for the Emails?
Lawyer decides not to move to withdraw. He
asks Colleague whether he should withhold
production of the emails and assert the U.S.
Constitution’s Fifth Amendment protection,
which states that “[n]o person . . . shall be
compelled in any criminal case to be a witness
against himself”7

Colleague advises that the emails might be
entitled to Fifth Amendment protection even
though their content is not incriminating. This
is because the act of producing the emails
acknowledges that husband is in possession of
them.”™ “A party who reasonably apprehends a
risk of self-incrimination may claim the privilege
even though no criminal charges are pending
againsthim...and even iftherisk of prosecution
is remote.”™

Ifthe emails appear to come within the scope
of disclosure or discovery obligations, the proper
procedure is to withhold them, list them on a
privilege log, and file a motion for protective
order under CRCP 26(c).” Ordinarily, the party
invoking the Fifth Amendment is required to
submit the documents to the court for in camera
review, or, if the documents are voluminous,
submit a privilege log listing them.™

Colleague advises that the very act of seeking
Fifth Amendment protection for documents
the opposing party does not know husband
possesses is sure to pique the party’s interest
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and likely to precipitate an all-out effort by her to
discover the basis for husband’s concern. Also,
ifhusband refuses to produce the emails on this
basis, the court may draw an adverse inference
from that fact.”” Colleague recommends that
Lawyer not assert Fifth Amendment protection
because it would create an expensive tangential
issue that might do more harm to husband ifhe
lost than ifhe produced the emails and asserted
aright to have access to them.

Should Lawyer Produce the Emails
Without Waiting for a Discovery Request?
Pivoting in a different direction, Lawyer asks
Colleague whether he should immediately
disclose the emails to opposing counsel in
the hope that it will generate a measure of
goodwill. In theory, this gesture may make
opposing counsel and her client less inclined
to press every perceived advantage available
to them to punish husband, and indirectly,
Lawyer. Lawyer expresses his view that being
open and honest about what happened is the
morally correct course of action.

Free and open disclosure might be the best
course of action, but it requires consideration of
thelikelihood that (1) the disclosure or discovery
rules require husband to turn over the emails
anyway, (2) the opposing party or someone
else will report the matter to law enforcement,
and (3) law enforcement will pursue charges
against husband and possibly against Lawyer.
Husband’s exposure to sanctions or possible tort
liability are other considerations, but they pale
in comparison to possible criminal charges.

Lawyer is in the best position to evaluate
whether CRCP 16.2 requires the emails to be
disclosed. Ifhe concludes that they need not be
disclosed, there is arisk that the opposing party
will send a discovery request encompassing the
emails or ask husband questions in a deposition
that would require him to admit his acquisition
and possession of them. Husband and Lawyer
must also consider whether they are willing to
live with the anxiety associated with the possible
discovery of the emails.

Whether the opposing party would report
husband'’s conduct to law enforcement depends
on such considerations as the level of animosity
toward husband by wife or third parties (e.g.,
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A CBA Ethics
Committee
formal opinion
concluded that
a lawyer would
violate Colo.
RPC1.2(d)
if he tried to
use, in pending
litigation, a
surreptitious tape
recording made
unlawfully by a
client without
the lawyer’s
knowledge.

b

wife’s parents, siblings, or paramour). This
should be tempered by the impact of prosecution
on husband’s ability to earn income to pay
current and future financial obligations and
on the couple’s children, especially minor
children. Other considerations include op-
posing counsel’s appreciation for the negative,
potentially long-lasting effects of taking such a
serious step, including the parties’ and counsel’s
ability to work together and the additional legal
fees this issue is sure to generate. Whether law
enforcement would be likely to pursue criminal
charges involves assessing the strength and
seriousness of the potential criminal charges, law
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enforcement’s willingness to become involved
in a messy and acrimonious domestic relations
case, and husband’s good faith in admitting and
accepting responsibility for his actions.
Protecting the client from criminal harmisa
primary consideration, butitis also important
for husband to make a moral judgment about
how he addresses his past folly and present peril.
“Although a lawyer is not a moral advisor as
such, moral and ethical considerations impinge
upon mostlegal questions and may decisively
influence how the law will be applied.”” Lawyer
can and should assist husband in making this
moral judgment.” A client who admits the
essential facts unreservedly and accepts the
fair consequences of that admission may find
leniency from some quarter, if not from the
opposing party then from a judge or prosecutor.
Colleague likes the idea of full and affirmative
disclosure. He is concerned about husband’s
criminal exposure, but he also believes it is
unlikely law enforcement would prosecute
even if someone reported husband’s conduct.
Colleague also senses that Lawyer likely will have
to disclose the emails in the domestic relations
case. Colleague discusses with Lawyer whether
husband should, with the help of Criminal
Defense Lawyer, make a proactive, preemptive
report of his actions to law enforcement. Col-
league advises Lawyer that this strategy would
require further consultation with Criminal
Defense Lawyer and that a better strategy might
be to self-report to law enforcement only if it
becomes clear that husband must disclose the
emails and the opposing party or someone else
is going to report to law enforcement anyway.

Should Lawyer Try to Use
the Emails in the Case?
Lawyer asks Colleague whether it is possible
for him to use the emails in the case. Lawyer
explains that he might want to read them to
ascertain the opposing party’s strategy but
not offer them into evidence or use them in
cross-examination. Alternatively, Lawyer might
want to offer the emails into evidence or use
them in cross-examination.

To determine whether and how Lawyer might
use the emails, Lawyer mustreach a conclusion
about whether husband committed a crime



in obtaining them. If husband did not break
the law, Lawyer is free to use the emails as he
wishes and would act accordingly in terms of
his disclosure and discovery obligations under
the rules of civil procedure.

If husband broke the law in obtaining the
emails, Lawyer’s use of them in the case could
constitute assisting husband in criminal conduct
in violation of Colo. RPC 1.2(d), as discussed
above. A CBA Ethics Committee formal opinion
concluded that alawyer would violate Colo. RPC
1.2(d) if he tried to use, in pending litigation, a
surreptitious tape recording made unlawfully by
a client without the lawyer’s knowledge.*® The
theory behind this conclusion seems to be that,
even though the lawyer had nothing to do with
the client’s acquisition of the evidence, when she
uses it, she assists the client in accomplishing
the purpose for which the client obtained the
evidence.

Other rules of professional conduct bear
upon whether Lawyer should try to use the
emails in the case. As discussed above, like
Lawyer, the lawyer in the Missouri case was
not involved with the acquisition of the emails,
but the Missouri Supreme Court suspended
that lawyer for receiving, not disclosing, and
attempting to use, electronic materials obtained
by his husband-client in violation of the Missouri
equivalent of Colo. RPC 4.4(a) and 8.4(c). In
addition, using privileged emails may result
in disqualification.®

Real-life circumstances are usually ambig-
uous. Whether the client broke the law is often
unclear, and a bar regulator, district attorney,
or judge might see things differently than the
lawyer. Also, the emails may show that the
opposing party has been concealing assets
or has failed to disclose information that she
had a duty to disclose. Two wrongs generally
do not make a right. A judge could find that
one party stole evidence but that the evidence
shows improper or even unlawful conduct by
the other party relative to the case before the
court. In uncertain circumstances, the lawyer
must make a calculated decision about whether
itis worth the risk—to himself and the client—to
make use of the emails.

Colleague suggests that, if the conclusion is
thathusband did not or probably did not break

thelawin obtaining the emails, Lawyer should
disclose the emails and file a motion in limine
seeking the court’s determination of whether
the evidence is admissible.
Even when there is no clear notification
obligation, it often will be in the [client’s]
best interest to give notice and obtain a
judicial ruling as to the admissibility of
the [opposing party]’s attorney-client
communications before attempting to use
them and, if possible, before the [ ] lawyer
reviews them. This course minimizes the
risk of disqualification or other sanction
if the court ultimately concludes that the
opposing party’s communications with
counsel are privileged and inadmissible.®
This motion may also require the court to
determine whether husband broke the law.
A ruling on the legality issue would neither
absolve husband ifit went his way nor condemn
husband for criminal liability purposes if it did
not. Seeking permission rather than forgiveness,
Colleague says, is a principle that applies in
litigation as well as life.

Conclusion

The problem of purloined emails and documents
comes up over and over. Although it can happen
in any number of settings, anecdotal evidence
indicates it happens most often in domestic
relations and employment cases. Usually the
lawyer is ignorant of the client’s actions in
obtaining the emails. As in so many situations,
however, what matters is what the lawyer does
after learning about it. @
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